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char secret = *(char *) Oxffffffff8lal0l23;



- 2018: Meltdown Attack?

char secret = *(char *) Oxffffffff8lal0l2s;
printf("2c\n", secret);
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char secret = *(char *) Oxffffffff8lal0l23;

Virtual Address Space

—_

aoedg Jasn

0xf..81a0123 |[P|A|S|SW|O[R|D

Y

aoeds 19Uy




- 2018: Meltdown Attack?

char secret = *(char *) Oxffffffff8lal0l23;

Virtual Address Space

—_

aoedg Jasn

0xf..81a0123 |[P|A|S|SW|O[R|D

Y

aoeds 19Uy




- 2018: Meltdown Attack?

‘ char secret = *(char *) Oxffffffff81a0l23;

Virtual Address Space

—_

aoedg Jasn

0xf..81a0123 [PJA[S][S[W[O[R]D

Y

aoeds 19Uy




- 2018: Meltdown Attack?

Virtual Address Space

| :

0xf..81a0123 [PJA[S][S[W[O[R]D

Y

ds 19sn

D

Transient Domain

Y

aoeds 19Uy




- 2018: Meltdown Attack?

char secret = *(char *) Oxffffffff81a0l23;
‘char X = oracle[secret * 209¢];
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- 2018: Meltdown Attack?

char secret = *(char *) Oxffffffff81a0l23;
char x = oracle[secret * 4096];
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= Can we do Meltdown with other faults/microcode-assists?

= Which part of the CPU leak the data?!

= Can we still leak somebody’s data?
= KPTI
= Meltdown-resistant CPUs, .e.g. Coffee Lake






- ZombieLoad — How does CPU Work these days?

Virtual Address
0x000401 234

mov 0x401234, %rsi

mov (%rsi), %Srax
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- ZombieLoad — How does CPU Work these days?
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- ZombieLoad Attack !?!
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- ZombieLoad Attack !?!
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- ZombielLoad — Microcode Assist on ‘A’ Bit

Physical Page Number

Variant 3
= Access Bit

= CPU tells > OS: A page has been accessed by setting the ‘A’ Bit

= OS tells > CPU: A page has not been accessed (just allocated) by clearing the bit

= ‘A’ Bit Microcode Assist

= Microcode Assists: The CPU executes an internal event handler to service complex

instructions/operations
= The microcode assist flushes the pipeline.

= Intel CPUs set ‘A’ bit using a microcode assist
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- What can we do with this data leakage?

= Architecturally
= Attack across Process Context Switches

= Attack across Simultaneous Multithreading (SMT) AKA. Intel Hyperthreading

= Scenarios:
= Cross-Process
= Cross-VM
= Intel SGX



- Data Sampling - Domino Attack

= We may leak bytes of data from other unimportant fill buffer entries

= Leak domino bytes to perform error correction
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- Data Sampling - Domino Attack

= We may leak bytes of data from other unimportant fill buffer entries

= Leak domino bytes to perform error correction
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= Intel SGX allow developers to have hardware support for TEE
= Malicious OS is part of the threat model

= We can read register values of a trusted enclave with help of a malicious OS
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add

Xor
mov Ox41424344454647748, %rax
call
nop
Jmp
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= Intel SGX allow developers to have hardware support for TEE

= Malicious OS is part of the threat model

= We can read register values of a trusted enclave with help of a malicious OS

mov
add
XOor

mov Ox4A142434445464748, %Srax
sgx-step » call
nop

Jjmp




- Recovering Intel SGX Sealing Key

= Intel SGX allow developers to have hardware support for TEE

= Malicious OS is part of the threat model

= We can read register values of a trusted enclave with help of a malicious OS
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- Recovering Intel SGX Sealing Key

= Intel SGX allow developers to have hardware support for TEE

= Malicious OS is part of the threat model

= We can read register values of a trusted enclave with help of a malicious OS

mov Mark Non- Trv to
add Executabl . Y
- xecute
mov Ux41424344454647748, Srax
z-step call 1
nop
Jmp
Handle
Exception

Exception




= Intel SGX allow developers to have hardware support for TEE
= Malicious OS is part of the threat model

We can read register values of a trusted enclave with help of a malicious OS

Repeated Context Switch in the transientdomain w/ the same register values



- Is there any Mitigation?

= Short-term
= Intel suggested an instruction sequence to fill all the buffers across context switch
= Disable hyperthreading
= Intel SGX: Remote attestation to Verify hyperthreading is Disabled

= Long-term

= Microarchitectural hardware fixes (Buy new CPUs !! ©)
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