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Disclaimers

ÅOur findings and reasonings are based on:
ÅRE

ÅPatents

ÅAnalysis

ÅYou may know more than me how Intel CPU works!!!
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Todayõs Agenda

ÅMotivation: Meltdown -style Attacks

ÅBackground: CPU Memory Subsystem

ÅTransynther, Automated Attack Synthesis

ÅMDS Root Cause Analysis and new subvariants

ÅMedusa attack and RSA key recovery
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2018: Meltdown Attack?

6



2018: Meltdown Attack?
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2018: Meltdown Attack ? (Step 1)
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2018: Meltdown Attack? (Step 2)
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2018: Meltdown Attack? (Step 3)

P A S S W O R D

Virtual Address Space

U
s
e

r S
p
a
c
e

K
e

rn
e

l S
p
a
c
e

Oracle

256 different CPU Cache Line

CPU Registers

ôPõ = 0x50



Microarchitecture Data Sampling (MDS)

ÅMeltdown is fixed but you can still leak on the fix hardware.

ÅWhich part of the CPU leak the data?!

ÅWhy does it leak?
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ZombieLoadAttack
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ZombieLoadAttack
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ZombieLoadAttack
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CPU Memory Subsystem ðLeaky Buffers
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CPU Memory Subsystem
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CPU Memory Subsystem
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CPU Memory Subsystem
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CPU Memory Subsystem
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CPU Memory Subsystem
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CPU Memory Subsystem
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CPU Memory Subsystem
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CPU Memory Subsystem
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CPU Memory Subsystem
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CPU Memory Subsystem ðStore Forwarding
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CPU Memory Subsystem ðStore Forwarding
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CPU Memory Subsystem ðHazard Recovery
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CPU Memory Subsystem ðHazard Recovery
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CPU Memory Subsystem ðHazard Recovery
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CPU Memory Subsystem ðHazard Recovery
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Challenges with MDS Testing?

ÅReproducing attacks is not reliable. It may depend on:
Åmassaging the pipeline with other instructions 

ÅCPU configuration (generation, frequency, microcode patch and etc)

ÅNo public tool to find new variants or to verify hardware patches:
ÅToo many things to test (Addressing mode, cache state, assists, and faults)

ÅPrevious POCs may not work after MC update, but what does it mean?

ÅImpossible to quantify the impact of leakage:
ÅWe should care about leakage rate and what data is leaked.

ÅMy POCis faster than your POC!! 
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Letõs see this problem in action?! (Demo)
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Transynther (Fuzzing-based Random MDS Testing)
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Transynther (Fuzzing-based Random MDS Testing)
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Transynther (Fuzzing-based Random MDS Testing)
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Transynther (Fuzzing-based Random MDS Testing)
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Transynther (Fuzzing-based MDS Testing)
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Transynther (Fuzzing-based MDS Testing)
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Transynther (Fuzzing-based MDS Testing)
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Transynther Demo
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