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Disclaimers

AOur findings and reasonings are based on:
ARE
APatents
AAnalysis

AYou may know more than me how Intel CPU works!!!



Todayos Agenda

AMotivation: Meltdown -style Attacks
ABackground: CPU Memory Subsystem
ATransynther, Automated Attack Synthesis
AMDS Root Cause Analysis and new subvariants

AMedusa attack and RSA key recovery
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2018: Meltdown Attack ? (Step 1)
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2018: Meltdown Attack? (Step 2)

char secret = *(char *) ;

‘ char X = oracle[secret * 1;
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2018: Meltdown Attack? (Step 3)
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Microarchitecture Data Sampling (MDS)

AMeltdown is fixed but you can still leak on the fix hardware.
AWhich part of the CPU leak the data?!

AWhy does it leak?
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ZombieLoad Attack
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ZombieLoad Attack
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CPU Memory Subsystend Leaky Buffers
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CPU Memory Subsystem
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CPU Memory Subsystend Store Forwarding
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CPU Memory Subsystend® Hazard Recovery

Memory Subsystem .
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CPU Memory Subsystend® Hazard Recovery
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CPU Memory Subsystend® Hazard Recovery
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CPU Memory Subsystend® Hazard Recovery

Memory Subsystem
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Challenges with MDS Testing?

AReproducing attacks is not reliable. It may depend on:
Amassaging the pipeline with other instructions
ACPU configuration (generation, frequency, microcode patch and etc)

ANo public tool to find new variants or to verify hardware patches:
AToo many things to test (Addressing mode, cache state, assists, and faults)
APrevious POCs may not work after MC update, but what does it mean?

Almpossible to quantify the impact of leakage:

AWe should care about leakage rate and what data is leaked.
AMy POCis faster than your POC!!
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Transynther (Fuzzing-based Random MDS Testing)
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Stores Hyper

. Stores S
Step O 9|'Les C?me Loads Sa.me Thread: Loads Hyper thread
o e 0x61626364 .
B ff 0x41424344 0x51525354 Thread:
LiTTer 0x71727374
Grooming

Step 1: ‘@

Step 2: char x = oracle[secret * 1;

Step 3: [

256 different CPU Cache Line



Transynther (Fuzzing-based Random MDS Testing)

Stores Hyper

: Stores S
Step O t(_)rrhes ;me Loads Sa.me Thread: Loads Hyper thread
o e 0x61626364 .
B ff 0x41424344 0x51525354 Thread:
LiTTer 0x71727374
Grooming

\ Ranadom

Step 1: _ instructions

Step 2: char x = oracle[secret * 1;

Step 3: [

256 different CPU Cache Line



Transynther (Fuzzing-based MDS Testing)

A’IESE 1: Synthetisation F'has“

Random
Meltdown In5tru;:t|@ns
é Mutate
Fallout -
RIDL 7

\ Zombieload /
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Transynther (Fuzzing-based MDS Testing)
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