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Aggressor rows accessed by the attacker must be near victim rows

Rows mapped by XORing bits of the physical address on most modern
CPUs (desktop, server, mobile) - see "DRAMA" by Pessl et al.

Attack probably relies on electromagnetic effects
Simplest defense: increase automatic DRAM row refresh rate
Shown to work on many DDR3, some DDR4, some ECC
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Background — Scenario

Application
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Performance

%107

Hammering Rate

Hammers per second
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Platform

Flips per second
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|
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+
+
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=

Arria 10 PAC @ 200 MHz
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Caching and Rowhammer

Hammering rates with and without memory caching

Hammers per second

n
o

M)

5

0.5

x107
-
+
F s
L . —
—
+
| | | I
Cachable Arria Cachable Xeon Uncachable Uncachable
10 PAC @ 200 E5-2670 v2 @ Arria 10 PAC @ Xeon E5-2670
MHz: 1 PCle 2500 MHz 200 MHz: 1 v2 @ 2500 MHz
lane PCle lane
Platform
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RSA-CRT Fault Injection

S
p P
1\
m 07%,’)
O,
N
3q

Private: p,q,dp, dq
Public:  m,s, N = pq

— Sp) - Pinv) Mod q) - p+ 5,

\ (((sq
/
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RSA-CRT Fault Injection

Sp

m

m

7%
O,
\&‘
sq'

Private: p,q,dp, dq
Public:  m,s, N = pq

(((sq" = sp) - pinv) mod q) - p+ s
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JackHammer
RSA-CRT Fault Injection

Private:
Public:

p? q7 dp7 dq
m,s, N = pq

(((Sf; - Sp) - pinv) mod q) - p+ Sp
(((sq = $p) - pinv) mod q) - p+ 5p
(((521 - Sq) : pinv) mod Q) - p
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RSA-CRT Fault Injection

Bellcore Attack:
= gcd(s' —s,N)=p

Private:
Public:

p? q7 dp7 dq
m,s, N = pq

(((Sf; - Sp) - pinv) mod q) - p+ Sp
(((sq = $p) - pinv) mod q) - p+ 5p
(((521 - Sq) : pinv) mod Q) - p
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End-to-End Fault Injection Attack (WolfSSL CVE-2019-19962)

The victim
application initializes
the RSA Key.

-
@ The malicious app

prepares the shared
(with AFU) memory for
hammering.

CPU
Core 0 \Co‘re1
( A
Malicious \WolfCrypt
App RSA
; )

LLC

fadiad

Main Memory

TMemory for

Hammering

RSA Key
O«

@ The AFU hammers

the memory shared
with the malicious app,
while the victim is
performing RSA.

--{@) The RSA signature

will become faulty due
to the induced bit flips
in the key.
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End-to-End Fault Injection Attack (WolfSSL CVE-2019-19962)

The victim
application initializes
the RSA Key.

@ The malicious app
prepares the shared
(with AFU) memory for
hammering.

» Best case: JackHammer causes a fault 25% faster than CPU Rowhammer

-%

CPU
Core 0 \Co‘re1
Malicious \WolfCrypt
; App RSA
; )

""" @ The AFU hammers

LLC

fadiad

Main Memory

TMemory for
Hammering

RSA Key
O«

the memory shared
with the malicious app,
while the victim is
performing RSA.

--{@) The RSA signature

will become faulty due
to the induced bit flips
in the key.
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End-to-End Fault Injection Attack (WolfSSL CVE-2019-19962)

@ The victim cPu B (®) The AFU hammers
application initializes --1--------.. N the memory shared
the RSA Key. Core 0 “Tore 1 with the malicious app,
“v while the victim is
~ performing RSA.
Malicious \WolfCrypt
X App RSA
@ The malicious app g FIU
prepares the shared __J-
(with AFU) memory for LLC
hammering.
¢ G ,@, Maim Momory —— (@) The RSA signature
“‘@"’ will become faulty due
TMemory for RSA Key ‘ to the'induced bit flips
Hammering O<--{--------"""~ - in the key.

» Best case: JackHammer causes a fault 25% faster than CPU Rowhammer
» With doubled DRAM row refresh rate: 185% faster than CPU
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Conclusions

» Systematic verification of timing leakages
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» Caching hint analysis
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» Systematic verification of timing leakages
» Caching hint analysis
» Covert channel of 94.98 kBit/s
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Conclusions

» Systematic verification of timing leakages

» Caching hint analysis

» Covert channel of 94.98 kBit/s

» Rowhammer performance acceleration by 25%

JackHammer

Z. Weissman,
T. Tiemann,
D. Moghimi

Motivation

Background
1AS
ca-p

Cache Attacks
Background
Attack Vectors
PCle
upPI
Covert Channel
Summary of Cache Attack
Analysis
JackHammer
Background
Performance
Caching and Rowhammer
RSA-CRT Fault Injection
End-to-End Fault Injection
Attack

Conclusions

Acknowledgements

23



Conclusions

Systematic verification of timing leakages
Caching hint analysis

Covert channel of 94.98 kBit/s

Rowhammer performance acceleration by 25%
CVE-2019-19962
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Thanks for your attention!

&8  zweissman@wpi.edu t.tiemann®@uni-luebeck.de

¥ @danielmgmi @ThoreTiemann
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